Router Sebagai Internet
Gateway

Administrasi Infrastruktur Jaringan



Gateway

* Merupakan komponen yang
menjadi sebuah penghubung
atau sebuah gerbang antara
jaringan local ke jaringan public.




Topologi

Ether 1 : ke internet Ether 1 : ke Jaringan Lokal
menggunakan dhcp client menggunakan dhcp server



* Buka aplikasi Winbox,
hubungkan menggunakan

Mac Address

@ WinBox (84bit) v3.36 (Addresses)
File Tools

Connect To: | DC:2C.6E:8E:B2:52
Login: |ERTTH

Passward:

Add/Set

Managed Neighhn:-rs

| | Refresh

IP Address

2C:6E:BE:B2:52 1592.168.10.1

1 item (1 selected)

|dentity
Mikero Tike

v| Keep Password
Cpen In Mew Window
| Auto Reconnect

Connect To RoMON Connect

|

all

Wersion Board |ptime -
647101(... RES41-2nD 08:42:27




Lakukan Reset Mikrotik

RS ———

I . System "l Auto Upgrade

° H u b u ngka N Queues Cothcates

B Files Clock [ Keep User Configuration Reset Configuration

Kembali dengan El Lo Conssie ] CAPS Mode [ cores
a7 RADIUS History S M
| [v/iNp. Defaut. Configuration.....: |

konek melalui Mac |#™ | & T

B Mew Teminal LED=
Ad d reSS b Make Supout rif License Run After Reset: | | b
(® New WinBox Logging
- Buit Mote
Packages

Reset Configuration

Password
Ports

Reboot
Resources
RouterBOARD
SNTP Client
Scheduler
Scripts
Shutdown

Special Login
|sers
Watchdog




* Pilih remove configuration

untuk melakukan
konfigurasi secara manual

| The followng defalt corfigueation has been installed on your router

|RonterMode

" WAN pot s protected by frewall and enabled DHCP clert
* Wireless and Bihemet rtefaces lexcept WAN pot ether 1)
are part of LAN badge

{wian | Corfiguration

mode ap tndge

band Xred/gn:

xchars 0O

mchars: 01

Mederson 20/40mhe Co,

ILAN

Corfiguraton
P address 152 168 B8 1/24 is et on badge (LAN post)
DHCP Server enabled
'WAN igateway) Corfiguration
gateway oher]
odfrowal enabled
NAT  enatied

DHCP Ot enabled.

Sl




@ admin@DC2CEREEB2:52 (MikroTik) - WinBox (B4bit) v647.10 on hAP lite (smips) —

Session  Settings  Dashboard

Seen BC 2 G BE25E

* Cek pada

& Click Set
. . L CAPsMAN
interface list nya
7D Vineless Intefface | Interface List Ethemet EolP Tunnel [P Tunnel GRETumnel VLAN VRRP Bondng LTE
e e
== PF_F |Name /| Type |Actual MTU [L2 MTU |Tx Rx A
i Switch & ether] Ethemet 1598
*1* Mesh % ether2 Ethemet 1598
i P 3 & sther Ethemet 1598
& etherd Ethemet 1598
() MPLS P & pwriine PWR 1558
T Routing I3 & wlani Wireless (Atheros ARS... 1600
1 System ¥
i Queues
b5 File=
=l Log
27 RADIUS
#. Tools 3
Bl Mew Terminal
b Make Supout rif
(® New WinBox
Bl e

HE Windows 3




@ admin@DC:2CEE:BE:B2:532 (MikroTik) - WinBox (B4bit) v6.47.10 on hAP lite (smips) — O x
Session  Settings  Dashboard

* Sesuaikan konfigurasi = .

& Quick Set

. d | . I_ CAPsMAN Interface <etherl intemet:
sepertl pada topologi = btedaes - T T
T Wi Intet, ‘ jat || Bhemet
:; Wireless ace | Interface List Eol Mame: |etherl intemet
Brid
e Ether 1 untuk ke 4= [o]x] a7 [ oo =
m= [MName /| Type MTU: |1500
' Switch % etherlitemet  Ethemet '
i nte rn et *1® Mesh & ether? Ethemet Actual MTU: [1500
@ etherd Ethemet '
' L2 MTU: [1598
Er > @ etherd Ethemet |
() MPLS b & pwriine PWR Max L2 MTU: |2028
% Routing I &l wian1 Wirsless (Athen MAC Address: |DC:2C:6E:8E:B2:51
: Z’mm ¥ ARP: [enabled
e ARP Timeout: |
5 Files
| Log
&7 RADIUS
#. Tools I3
B New Teminal
B Make Supout.rif o
© New WinBox 6items (1 selected)
El Bt
= Windows 2




IDC2CEE:EE:B2:52 (MikroTik) - WinBox (B4bit) v6.47.10 on hAP lite (smips) - O X

e Ether 2 untuk ke jaringan .. e
|Oka| safe Mode | Session:|DC:2C:6E:8E:B2:52| |

= Interface <etherZ:

- General | Ethemet | Loop Protect  Overall Stats  Fix Stats | ...
dces
- Interface | nteface List Ethemet Eol NamfTetherZ local
Type: | Ethemet
: [F-][=] [w][2] | Det
MTU: | 1500
|I"~lam& 4 |Typ&
h R @ etherl intemet  Ethemet Actual MTU: [1500 |
| R drether2  Bhemet | .
. & ether3 Eihemet L2 MTU: | 1598
i s & etherd Ethemet Max L2 MTU: |2028 |
g <& pwrdine1 PWR e
ng 12 9 wlan Wireless (Athe MAC Address: |DC'I'EE'8E'E'2'52 | Cable Test
s I ARP: |enabled | Blirk
ies ARP Timeout: | | = . ‘
| Reset Counters ‘
IUs
: [
Teminal
: Supout rf ¢|
WinBox 6 items (1 selected)
ows [

nunning




I ARP
. . . . MPLS I* Accourting
e Konfigurasi mikrotik s 1 e
. ystem Cloud
agar mendapatkan ip ® Qe e
. B Files DHCP Relay
dth da” Log DHCP Server
o &7 RADIUS DONS
modem/internet Kook Frowa
Bl Mew Teminal Hotspot
B~ Make Supout rif |Psec
© New WinBox Kid Cortrol
i Exit Meighbars
Packing
| Poal
Routes
SNMP
} Services
_ Settings
o Socks
: TFTP
Traffic Fow
i UPRP




e Tambahkan interface
sebagai dhcp client

DHCP Client

%QGI
118 || R

Disable

DHCP Client | DHCP Cliert Options
EIE] @ | Feleaze || Renew |
—Tteface / |Use P... |Add D...|IP Address
New DHCP Client
DHCP | Advanced  Status
[y =t =l ether] intemet
lse Peer DMNS
lse Peer NTP
Add Default Route: |:.res || ¥ |
Oitems

Comment

ovE

&

1=

EHEHI]

Status: stopped




DHCP Cliert

* Tunggu sampai ———
mikrOtik IEHEI @ | Release || Renew |

| Interface / |Use P... | Add D.. 4R-Addsseem———— Expires After

men d d pat ka N I P d an etherlintemet  yes  yes  |192168.0.101/24 015946 pound |
status menjadi bound

1 item




* Untuk menguji apakah
mikrotik sudah
mendapat akses
internet, masuk ke
menu terminal
kemudian ping google

Session  Settings

Dashboard

E Safe Mode | Session:| DC:2C.6E-8E:B2:52

& Cuick Set
7 CAPsMAN
[ Interfaces
4 Wirsless
7% Bridge
%2 PPP

Ll Switch
®[% Mesh
& |p

) MPLS
It Routing
i System
& Cueues
b5 Fil=s

| Log

a7 RADIUS

#. Tools

| Sl S S

Hl Bt

= Windows

[k

Teminal <1

[2] Giwves the list of available commands

command [?] Gives help on the command and list of arguments

[Tak] Completes the command/word. If the input is ambiguous,

a second [Tak] gives possibkle opticons

I Mowve up to base level

. Move up one level

fcommand Use command at the base lewvel

[admin@MikroTik] 1 plng google.com I

SEQ HOST S5IZE TTL TIME STATUS

0 142.250.4.101 56 107 27ms
1 142.250.4.101 56 107 55ms
2 142.250.4.101 56 107 27ms
3 142.250.4.101 56 107 27ms
4 142,250.4.101 56 107 53ms
5 142.250.4.101 56 107 33ms
§ 142.250.4.101 56 107 34ms
7 142.250.4.101 56 107 43ms
3 142.250.4.101 56 107 35ms

gent=9 received=9% packet-loss=0% min-rtt=2Tms avg-rtt=37Tms max-rtt=55ms

[admin@MikroTik] > f]

4]




Konfigurasi ke Jaringan Lokal

>% Bridge [Ol[x]
0 0 =+ —
e Settingip pada J§: =[] ] 7]
' Switch
_"'_ Address /| Netwark Interface |‘F
et h er 2 untu k o Mlesh T 192.1680.101/24 Address <192.168.100.1/24>
55 |p I ARP = 192.168.100.1-24
Ja Il nga N |O ka | T+ Routing [ Addesses Network: |192.168.100.0 |- Concel |
System " Cloud Interface| | ether2 local | |+
& Queues DHCP Client —
&7 RADIUS DNS
Copy
». Tools " Firewal
B MNew Teminal Hotspot
- Make Supout nf |Pzec enabled
© New WinBox Kid Cortrol
Bl Exit Neighbors 2items

g PR [ O,



 Tambahkan ip DNS

MPLS
T Routing
System
B Gueues
B Files
Log
a7 RADIUS
2 Tools

Bl Mew Terminal
B Make Supout rif

(D New WinBox
Bl Exit

I Windows

L S

I

ARP
Accourting
Addresses
Cloud

DHCP Client
DHCF Relay
DHCP Server

DNS
Firewall
Hotspat
IPsec

Kid Control
Meighbors
Packing

Pool

DMNS Settings

Servers: | ERER |

Dynamic Servers: | 192.168.0.1

Use DoH Server: |

[] Verify DoH Cerificate

[] Mlow Remote Requests

Max UDP Packet Size: | 4096

Query Server Timeout: |2.ﬂDD

Query Total Timeout: | 10.000

Max. Concument Queries: | 100

Max. Concurrent TCP Sessions: |20

Cache Size: | 2048

Cache Max TTL: | 7d 00:00:00

Cache Used: | 16 KiB




Buat DHCP server agar client mendapat IP
Otomatis dari mikrotik

* Pergi ke menu
IP-dhcp server

* Kemudian pilih
pada dhcp
setup

* Next sampai

finish/sucsessfu
|l

MPLS
7 Routing
System
B Queues
B Files
Log
a7 RADIUS
2. Tools
B Mew Terminal
1 Make Supout rf
(@ New WinBox

| = B

s s el

¥

ARP
Accounting
Addregses
Cloud
DHCP Client
DHCF Relay
DNS
Firewall
Hotspot
IPeec

Kid Cortral

DHCP | Wetworks
+

MName

(0 items

Lleases Options Option Sets  Vendor Classes

S| | DHCP Corfig
Interface

[Cl[x
Alerts
DHCFP Setup
Relay Lease Time Address Pool  |Add 4
DHCP Setup =l E3
DHCP Server Inteface] (Ei= 4= ¥
Back Cancel
»



Lakukan routing agar client jaringan local
mendapatkan akses internet

Firewall =] E3
i Ya It u d e n ga n Fitter Hulesl'u'langle Raw Service Ports Connections  Address Lists  Layer7 Protocols
f k o =T Reset Courters || €@ Reset All Counters all ¥
m e m a n a at a n - : H Action  |Chain Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Port  |In. Inter.. (Out. Int.. |1+
1 s p | M
fungs| NAT EE——] P
MPLS ¥ Accounting
Routi I3
(Network Address j* © e
System I Cloud
L] Q .
Translation) X e
B5 Files DHCF Relay
Log DHCP Server
&7 RADIUS ONS
Bl Mew Terminal Hotspot
B Make Supout rf |P2ec
© New WinBox Kid Control
Bl Edt MNeighbors o *
: 0 items
Packing

+ 7 Pool
i Routes
i cump



NAT Rule yang perlu dikonfigurasi

Mew NAT Rule

Tab general
e Chain = srcnat

* Src address = ip
network untuk client
jaringan local

e Qut interface = ether 1
(ke internet)

Tab action
e Action = masquerade

IGeneral Advanced Estra Action  Statistics

| Chain: |srcnat | e
Ot T | a
Dst. Address: | |-
F'mtucnl:l | hd
Src. Port: | | hd
Dst. Port: | | -
Any. Port: | | -

In. Interface: | |-

Ot Tnterace: | | EuCIlic S |+ | ~

In. Interface List: | | hd
Out. Interface List: | |-
MNew NAT Rule
Cor General Advanced | Esra Statistics

H

OK

Cancel

Apply

Digable

Comment

Copy

Remave

Reset Counters |

Reset All Counters |

Log Prefix: |

@E Cancel
[ Log | L Aeoly | |
| = | Dizable |
(v || Comment |
| |

To Ports: |




Cek client pada jaringan Lokal

T
4 & 5 Control Panel » Metwork
General BN CAWINDOWS \system32icmd.exe - ping google.com
Organize « Disable this network device Metwark Connection Details >
[- Ethernet I Metwork Connection Details:
— Metwork 2
Property Value

@2 Intel(R) 82567LM-3 Gigabit Netwo...
Connectionspecific DN...

A ‘[‘;M“ralrel Network Adapter VMnetd Description Intel(R) 82567LM-3 Gigabit Network Conr .
- __I'_"'ff = o Physical Address B8-AC-6F-B1-FD-B0 with
=" VMware Virtual Ethernet Adapter ...
DHCP Enabled Yes "~ ’
IPva Address | 19216810025¢ | Reply from 74.
|Pv4 Subnet Mask 255.255.255.0
= Lease Obtained Tuesday, August 16, 2022 12:32:34 AM
3 Lease Expires Tuesday, August 16, 2022 12:42:34 AM
|Pv4 Default Gateway 152.168.100.1
IPwd DHCP Server 152.168.100.1
|Pv4 DMS Server 152.168.0.1
IPwd WINS Server
MNetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address fed0::857.c7ch:dBace1aa%10
a IPvE Default Gateway
: IPwE DMNS Server
< >

Close




KONFIGURASI WLAN

e Tambahkan IP untuk wlan

e Konfigurasi DHCP Server untuk
interface wlan

Address List =] E3

+=l|v]x [Find
|.F~ddress & |Ne‘twnrk |Irrterface | |v
= 10.10.100/24 10.10.10.0 etherd server

O N s A LR U LY TS o000 (4T = —

= 192.168.100.1/24 1921681000  afherlocal

DHCF Server

DHCP

=l v]l]
Relay

Metworks Leases Options Option Sets Vendor Classes  Alerts

|Name 4 |Irrterface Lease Time Address Pool  |Add AR..
¥ dhepl effers local 00:10:00 dhep _poal( o
dhepl etherd server 00:10:00 dhep_pooll no

n.rn

| dhcp3 wianT | (0:10:00 dhop_pool2 no




* Tambahkan security
profile tkj4 _kelompok

& Cluick Set
& CAPsMAN
W |nterfaces
7% Bridge
%= PPP
*E Switch
*12 Mesh
i P
MPLS
I Routing
System
B Cueues
B Files
Log
a7 RADIUS
2 Tools
B Mew Temminal
B Make Supout rf
@ Mew WinBox

B Exit

= Windows

s e Sl

¥

WiF Interfaces

WEDG Station

Mew Securty Profile

General | RADIUS EAP  Static Keys

Mstreme Dual

Access List  Registration

Connect List

Seﬂ.lﬂh" Profiles II:hanneIg

re-Shared ... | WPAZ2 Pre-Shared

oK

Cancel

ply

Comment
Coy

Remaove

[ ok |
| Concel |
| fenty |
| Commert_|
| ooy |
| Remove |

[ =]

Management Protection Key: |

MName: lE B
Mode: |dynamic keys [ =]
Authentication Types: [+ WPA PSK WPAZ PSK
WPA EAP WPAZ EAP
Unicast Ciphers: [vw| aes cem [ | tkip
Group Ciphers: [v| aes cem [ tkip
\WPA Pre-Shared Key: | = |
WPA2 Pre-Shared Key: |~ |
Supplicant ldentity: | |
Group Key Update: |ﬂ'|]':ﬂ'5-:ﬂ'|]' |
Management Protection: |disabled [ =]

[ | Disable PMKID




* Untuk interface wlanl
setting mode menjadi AP
bridge dan sesuaikan
security profile nya.

WiFi Interfaces | WG Station  Mstreme Dual  Access List  Registration  Connect Llist ~ Security Profles  Channels

IE”EI | CAP || WPS5 Client || Setup Repeater || Scanner || Freq. Usage || Alignment || Wireless Sniffer || Wireless 5i

Name /| Type | Actual MTU | Tx |Rx T Packet {p/s) | Rx Packet (p/s)
wlan | ‘u‘ireless (Atheros ARS... 1500 0 bps 0 bps 0
Interface <wlan1z

General | Wireless | HT HTMCS WDS Nstreme NV2 Status | OK |

Meade: ¥ | Cancel |

Band: |2GHz-B/G/N (=] | Aoply |

Channel Width: | 20MHz [*] | — |

sable
Frequency: 2412 | % | MHz

5SID: [tid | &l | Comment |

Security Profile: |tkjd [=+] | Advanced Mode |

WPS Mode: |push button || ¥ | | Torch |
. Frequency Mode: |regulatory-domain [+] | WPS Accest | -
1item out of 6 Country: |etsi (=] | VWES Cliert | B

Installation: |ary (=] | Setup Repeater |

Default AP Tx Limit: | | ¥ bps | . |

can...
Default Client T Limit: | | ¥ bps | |
Freq. Usage...
[val MaFzlt B dhardicota T




"
MPLS ¥ Filter Fules | MAT | Mangle Faw Service Potz  Connections = Address Lists | Layer? Protocols
7 ::S:rting K EE . . | O Reset Counters ||(G Reset All Courters | |Find | |al [
em
@ # |  |Action |Chain 'Src. Address \Dst. Address |Proto... |Src. Pot | Dst. Port |In. Inter... Out. Int... |In. Inter...|Out. I+
HEUES 0 5| mas... srcnat 192.168.100.0/24  [INHNRRTTRETN
B Files 1 4l mas... sronat 10.10.10.0/24 :
Log General | Advanced Edra Action Statistics | oK |
a7 RADIUS Chain: | |?| | Cancel |
. Toals ¥ _
Src. Address: || |172.16.16.0/24
Bl MNew Teminal - | | Apply |
. w
b Make Supout Af st Address: | | | Disable |
@ Mew WinBox Pfﬂ‘tﬂﬂﬂ':l | - | Comment |
Bl i Src. Port: | | hd
| Copy |
Dst. Port: | | -
E Windows I3 | Remaove |
Any. Port: | | -
In. Interface: | |- | Reset Counters |
* | . : p Reset All Courters | »
2 hems Out. Interface: [ | |sther] intemet P | |
In. Interface List: | |-

Tambahkan konfigurasi NAT
seperti pada Langkah
sebelumnya agar client
mendapatkan akses internet

[T nasquerade = I Cancel I

[ | Log | Aoply |

Log Prefi: | v || Dsable |
To Ports: | (v || Comment |




20.28 .| =32

Rincian tkj4

* Uji menggunan perangkat hp B ke ieng Shosts
atau laptop dan pastikan
mendaptkan ip dhcp dari Status
m I krOtI k Kekuatan sinyal
* Pastikan bisa mengakses Kecepatan sambungan
IntGFHEt. Keamanan
lqlamatIP
Proxy

Pengaturan IP



